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The City

e An old trading town (~1200 years old)
e Population 550,000
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The University @

e Founded in 1971

o Approx. 20000 students

e Computer Science
— 20 Professors
- ~1500 students
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Outline

e Motivation

e What is Robustness?

e The Model and its Justification
e Experimental Results

e What about the Environment?
e Summary

e Future Work
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Soft Errors Increase

Wilhelm Busch: Max & Moritz

e Aging/Induced
e Permanent/Temporary
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Solution: Fault Tolerance

e Add fault tolerance
- Multiple design levels | S

By Drift Words, flickr.com
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Solution: Fault Tolerance

Implementation of fault tolerance
requires verification
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Proposed Flow
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What I1s Robusthess?

e Here:
— Robustness # Reliability

— Robustness =
Correct behavior under fault
assumptions

e How to check and prove?
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Assessing Robustness

e Analysis using design mutations
e Simulation B
e Emulation [cvr+2002,pcz+2008]
e Formal analysis

— Classification of states [Lev200s]

— Based on properties [kpi+2006, SLM2007]

— BDD-based (sct2007, HPB2007]

— BMC-like model (rp200s;

— No bounds; reachability issues

—incomplete




@ Universitat Bremen
]

Establishing a Formal Model

e In practice
— Circuits contain fault detection logic

— Only one transient fault within certain
number of cycles

e Therefore use
— Model of Bounded Model Checking (BMC)

— Non-deterministic fault model f.
e Replace component by primary inputs
e Applies to transient faults . 1
e Also catches other faults i c -0

12
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Classification of Components

Unrobust (S): influence on output behavior

Unclassified (U): no influence on output
behavior, but inconsistent state observable

Robust (T): otherwise

Invariant: {S, U, T} is partitioning of C
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Bounds on Robustness

e Unrobust (S): influence on output behavior

e Unclassified (U): no influence on output
behavior, but inconsistent state observable

e Robust (T): otherwise

 Invariant: {S, U, T} is partitioning of C

e Lower bound: R, = I _ 1_|S VU |
C C

e Upper bound: R, = TOUL 1_i
|C] C




@ Universitat Bremen

Model (1)
Unrobust:
X (0) Addon:
% | v e Fault detection logic
5 (0) . - e Flags faulty behavior
=
J — Robust component
CO’ Y’ (0)
| | S’ (1
F Zpg= N

Influence on output behavior
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Model (2)

Unrobust: Unclassified/Silent Data Corruption:
X (0) X (0)
C
L Y (0) N ¥ (0)
5(0) . . s (0) .
S(1) S (1) l

\
=
r r C’
o JY (0) N
—, =] |
S’ (1) | S’ (1)

|
F Zpg= N F ZP9= N

Influence on output behavior No influence on output behavior,

but inconsistent state observable
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Model (3)

X (0) X (1) x (£9)
C C C.d
L, 0 Y(0) | . Y (1) |t y(td)
S (0) > > —1» > —1»
S(1) S (2)
Y Y
— p— =7
c jY’(D) cy JY’(I) Cid jY’ (t9)
— - — . s -
S’ (1 S’ (2)

/F 2 Py= N

Single faults, i.e. in first time step only
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Bounds In Practice
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Bounds In Practice
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Bounds In Practice

R%
80 \
60 /
e Hamming low.
Hamming up.
'b07 low.
40

amh(7 up.
20 /

-1 0 1 2 3 4 5 6 7 8 9 10 td
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Bounds In Practice

R%
100
80
60 / = Hamming low.
Hamming up.
== h07 low.
= h07 up.
40
am==h05 low.
s h05 up.
0 U >

-1 0 1 2 3 4 5 6 7 8 9 10 td




@ Universitat Bremen

Initial State

Restrictions on S(0) influence result

X (0) X (1) x (t9)
C C C.d
L, 0 Y(0)  |» 1 Y (1) L, Ot Y ()
S (0) > > —1» > —1»
S(1) S(2)
Y Y
p— p— v
e ¥’ (0) cy jvfm Cid jY' (%)
— — . s —-
— S’ (1) S’ (2)
F ) Py=N
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Approximate Reachability (1)

e S(0) = S* = Set of reachable states
— Exact results for robustness

— Reachability is expensive
Ra

T Rub(S*)
TR

ex

Rip(S*)
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Approximate Reachability (2)

e S(0) = S* = Set of reachable states ST@

e ST 5S* yields  R(ST) < R,(S*) Ra

— Overapproximation — too many
states, even faulty states

— Classifies robust components as T Ryp(S*)
non-robust
- Example: TMR-submodules in Ri,(5*)

different states
-+ Rip(ST)
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Approximate Reachability (3)

e S5(0) = S* = Set of reachable states ST@

e STo5S* yields  Ry(ST)< Ry(S* Ry
2 y |b( ) |b( ) T Rub(S\L)

e SLcS* yields Ry, (S¥)= Ry (S*)
- Underapproximation — excludes states | Rub(S*)

— Classifies non-robust components as
robust Rp(5*)

- Example: ALU where ADD-instruction 4R, (S™)
IS not considered
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Experimental Results

e ITC'99 benchmark circuits
— Plain, TMR, TMR with fault detection

— BDD-based reachability or SAT-
based approximation

e Run time
— Quite high (similar to seq. EC)

— Up to 11 times improvement by low
level techniques (dominators,
incremental SAT)

— ATPG approach does not vyield
benefit (on the benchmarks)
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Experimental Results
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Experimental Results

R%
100

90
80
70
60 ® Rub(S|,ti=0)
50 Rub(S|,ti=1)
40 Rub(S|,ti=10)
30 Rub(S*)
20 RIb(S*)
10 m RIb(S1)
0 — — . .
\3 &‘\&- &\,é'

QO D ok
<" N R
oY N '»0' ,,,:9
© A o *= S* not known



@ Universitat Bremen

Experimental Results

R%
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Experimental Results

R%

The designer

e defines a limit on resources

(mem, time) 1 Rub(S|,ti=0)

* and sees Rub(S|,ti=1)
« upper and lower bound Rub(S|,ti=10)
e known robust/non-robust Rub(S*)
components RIb(S*)
m RIb(S1)
Q ) & X X ¥
¥ o> Q:s@ & @& &
& & & &
© oY *= S* not known
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What about the Environment?

o Safe! e Unsafe?
e Expensive? e Cheap!

M —=5 :

NASA/courtesy of nasaimages'.'c‘ilzg _

By Drift Words, flickr.com
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What about the Environment?

e Circuits are integrated in an environment

e Environment significantly influences
required level of robustness

e Constraints for primary inputs and states

Questions:

e How to obtain?

e How to consider?

e How large is the influence?
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Environment Example

One-Hot encoding

Environment

Decoder 2

Constraints on the Primary Inputs: [—
X=100{010]001
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Obtaining Constraints

e Exact data are hard to obtain

e Over-approximation is required to avoid
pruning

e But, in practice under-approximation:
— Manual invariants
— Testbench
- In-field data
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Experimental Setup - Model

Constraints

I I I
[, C Y(0) L. C Ly oL € Y (19
ST _j['sa) T T s g
— — 7
C’ JY’(O) C’ JY’(I) C | Y@
»- I ——pS ,(1)—- ——pS , (2) — /
G’ | P=1
Fault injection Robustness check
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Robustness

b04

100
90
80

70
60 " R(Slll)
Zg / 36,66 "R(Sy,0)

— ="R(5q1)

30
— R(S,4,0)

Robustness %
w
\-I‘-
(@»]
WK

20
10
0

- Robustness significantly influenced by
constraints
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Summary

e Automated analysis based on BMC
— Fault model
— Reachability

e Add-ons
— Environment
— Multiple faults
— Towards probabilistic analysis
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Future Work

o Efficiency
— Hierarchical analysis
— Abstraction

o Applicability
— Compositional analysis
— Real world examples
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